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NEW QUESTION: 1Which security concept would business continuity and disaster recovery fall
under?A. IntegrityB. AvailabilityC. Fault toleranceD. ConfidentialityAnswer: BExplanation:
ExplanationDisaster recovery and business continuity are vital concerns with availability. If
data is destroyed or compromised, having regular backup systems in place as well as being
able to perform disaster recovery in the event of a major or widespread problem allows
operations to continue with an acceptable loss of time and data to management. This also
ensures that sensitive data is protected and persisted in the event of the loss or corruption of
data systems or physical storage systems.

NEW QUESTION: 2Which of the following refers to the exploitation of a valid computer session
to gain unauthorized access to information or services in a computer system?A. SpoofingB.
SmurfC. PhishingD. Session hijackingAnswer: DExplanation:Session hijacking refers to the
exploitation of a valid computer session to gain unauthorized access to information or services
in a computer system. In particular, it is used to refer to the theft of a magic cookie used to
authenticate a user to a remote server. It has particular relevance to Web developers, as the
HTTP cookies used to maintain a session on many Web sites can be easily stolen by an attacker
using an intermediary computer or with access to the saved cookies on the victim's computer
(see HTTP cookie theft).TCP session hijacking is when a hacker takes over a TCP session
between two machines. Since most authentication only occurs at the start of a TCP session,
this allows the hacker to gain access to a machine. Answer option A is incorrect. Spoofingis a
technique that makes a transmission appear to have come from an authentic source by forging
the IP address, email address, caller ID, etc. In IP spoofing, a hacker modifies packet headers by
using someone else's IP address to hide his identity. However, spoofing cannot be used while
surfing the Internet, chatting on-line, etc. because forging the source IP address causes the
responses to be misdirected. Answer option B is incorrect. Smurf is an attack that generates
significant computer network traffic on a victim network. This is a type of denial-of-service
attack that floods a target system via spoofed broadcast ping messages. In such attacks, a
perpetrator sends a large amount of ICMP echo request (ping) traffic to IP broadcast addresses,
all of which have a spoofed source IP address of the intended victim. If the routing device
delivering traffic to those broadcast addresses delivers the IP broadcast to all hosts, most hosts
on that IP network will take the ICMP echo request and reply to it with an echo reply, which
multiplies the traffic by the number of hosts responding. Answer option D is incorrect. Phishing
is a type of scam that entices a user to disclose personal information such as social security
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number, bank account details, or credit card number. An example of phishing attack is a
fraudulent e-mail that appears to come from a user's bank asking to change his online banking
password. When the user clicks the link available on the e-mail, it directs him to a phishing site
which replicates the original bank site. The phishing site lures the user to provide his personal
information.

NEW QUESTION: 3Which component of Cisco Prime Service Catalog allows it to communicate
with CiscoProcess Orchestrator?A. XML Communications LinkB. TransporterC. Administration
D. Service LinkAnswer: D
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